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Net Ready KPP

Net-Ready: The system must
provide survivable, interoperable,
and operationally effective
information exchanges to execute
operational activities in support of
Net-Centric military operations.

Threshold (T)

The system must support execution
of the threshold critical mission
threads identified in the system’s
integrated architecture products
(DODAF) and satisfy the technical
requirements for Net-Centric military
operations to include

1) DISR mandated GIG IT standards
identified in the TV-1,

2) DISR mandated GIG KIPs
identified in the KIP declaration
table,

3) NCOW RM Services identified in
the OV-5,

4) Information assurance
requirements including policy-
enforcement controls, data
correctness, availability, and
issuance of an Interim Approval to
Operate (IATO) by the Designated
Approval Authority (DAA), and

5) Operationally effective system
data exchanges; and mission critical
performance and information
assurance attributes

identified in the SV-6.

)
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Objective (O)

The system must support execution
of all mission threads identified in
the system’s integrated architecture
products and satisfy the technical
requirements for transition to Net-
Centric military operations to
include

1) DISR mandated GIG IT standards
identified in the TV-1,

2) DISR mandated GIG KIPs
identified in the KIP declaration
table,

3) NCOW RM Services identified in
the OV-5,

4) Information assurance
requirements including policy-
enforcement controls, data
correctness, availability, and
issuance of an Approval to Operate
(ATO) by the Designated Approval
Authority (DAA), and

5) Operationally effective system
data exchanges; and mission critical
performance and information
assurance attributes

identified in the SV-6.
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Net Ready KPP Components

FORCEmer

1. Net Centric Operations and Warfare

Reference Model

(NCOW RM) Compliance
2. Supporting Integrated Architecture Products
3. Key Interface Profiles (KIPs) Compliance

4. Information Assurance (IA) Accreditation

‘ Connects requirements for capabilities to acquisition of capabilities I
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Net Centric Operations & Warfare

Reference FORCEmet

Model (NCOW RM) Compliance

Net-Centric Operations and Warfare (NCOW) Reference Model

Operational Concept Graphic (OV-1a)
NCOW RM Content: N . S
T el Other Institutional _—— i 5. o =¥ 1
. = i . T 2 o
*Ops Concept Graphics tnichgence >/ T T | EN s
« Integrated Dictionary Bl ~ e % .
per?mel = ¢ *" Net_Centric Information Environment - mgis‘jicm
2. E = " (Data Sharing Strategy and Enterprise Services)
* A Ct 1 ty M O d el S Wi t h N 0 d € S .‘{,;_‘_:_"‘ + User Assistance ' glfur.m_at_:iun * COT Services : @:
TI’ ees Naﬁ‘ma'/nsse‘s “ + Collaboration S:g-ii%:ljlf:cef + Mediation Ai\;'qsse's
\ = * Discovery *Enterprise * Applications _,Y;j. & j
« Standards Technology @\ e § L
Forecast M{\ o

Global Information Grid
(GIG)

Wersion 0.9

v' Provides common net centric architectural constructs congruent with the DODAF/JTA/DISR.

v Establishes a common language and taxonomy for NCOW concepts.

v' Demonstrates and promotes the TPPU Vision — (Task, Post, Process, Use)

v Defines the core IT standards required for net-centricity — many web-based: e.g., WSDL, SOAP,
UDDI, MPLS, IPv6, IPSP
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Transition Strategy FORCEnmer

NCOW Reference Model

Net-centric Constructs

— Language/taxonomy

— Net-centric Enterprise Services Architecture Strategy
— Net-centric Data Strategy

— Net-centric Information Assurance Strategy




Net Centric Operations & Warfare pwh»™»»
Reference
Model (NCOW RM) Compliance

FORCEmer

e i B e e 5 B
PN PN )

Provide Net-Centric Information Environment

- ——

\

1 2
Interact with Net- Perform Net- . < . N :
, . - . Provide Net-Centric Resource Service
Centric Information | | Centric User/Entity T Servi —
: . ervices Requests
Environment Services
Activities Activities are Infrastructure Activities Management of
conducted by performed within | Provided Services conducted to GIG Capabilities
users to access | the GIG to invoke and provision including
the GIG and use appropriate Community of infrastructure Information
the various services and Interest (COI) Transport
. A ; : . resources for the
services and provide intelligent | Supplied Services requested i
. : que Activities
capabilities assistance to the Activit services L
provided within users ctivities are. performed within
the GIG performed within Provide the GIG to provide
_ the GIG to provide | (ggoyrees, l.e.,, | management of
The interface to enterprise processors, the Net-Centric
the GIG Services, memory, Environment
employed by capabilities, and bandwidth. etc.
all user environment ’
architectures controls

The Standard for Describing Net Centricity I
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Reference Model Activity

Decompaosition FoRCEner
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“Provide Net-Centric Info Environment”

== =
AR == = EIE |\+. luﬂﬁmﬁ ﬂ' B R
sl UoeEEEE [ = =[E
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B Bk U*L—VHHH H“I ﬂ%%p
—EEEE EgEEs = SlElElE .
= EEfEE EEE=TDEECRER =
- i BZRE = E H|=
| | |y EEE g = B
| “EE EE
J [l Provide =) }
| & | m [
Interact With Net-Centric = =7
rl‘\le{ag t'. Services Resource u =T
et-Centric Service @ = B
Environment Net-Centric N

| Manage Net-Centric |

User/Entity Services _
Info Environment
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A32 -
Provide

ERP (COI) Applicatio
Serviqe Modules

| A32-ERP-Al_
A32-ERP-A2 -

Financial Management

“Capability” Interface
(where ERP capabilities
become visible to users)

A32 -ERP-A3 - Work
Force Management

A32 -ERP-A4 -
Infrastructures & Facilities

n

VASY A32 -ERP-A5 - Program/
Project Management
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NCOW RM Compliance

FORCEmer

All DoD architectures are expected to comply and
conform to the NCOW RM by:
— Using common NCOW RM definitions and vocabulary

— Incorporating the capabilities and services described in
the NCOW RM

— Incorporating the IT/NSS standards identified in the
NCOW RM
This supports Compliance and conformance with
the GIG translates to satisfying the requirements
of the following products:
— DoD Architecture Framework (DoDAF)
— DISR

— GIG Enterprise Services (GIG ES) Capability
Development Document (CDD)
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NCOW REFERENCE MODEL o™,
VERSION 1.1 et

COMPLIANCE ASSESSMENT METHODOLOGY -=moime=rins

= Section 8.2 (draft) Acquisition Series Guidebook; Reference Model
Methodology

= Review capability and requirements documents, including architectures
and architecture products.

» Determine conformance to applicable NCOW Reference Model:

— Net-Centric Concepts

— Net-Centric Processes

— Net-Centric Services

— Net-Centric Standards

— Net-Centric Language and Taxonomy

= Provide Assessment Report.
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.- NCOW REFERENCE MODEL VERSION 1.1

COMPLIANCE ASSESSMENT METHODOLQOGY sa#fcEmer
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ARCHITECTURE PRODUCT REVIEW AND ANALYSIS

NET-CENTRIC ASSESSMENT
AREA

AV-1

AV-2

Ov-1

OV-5

OV-6C

Sv-1

SV-5

TV-1

Net-Centric Concepts

Net-Centric Processes

Net-Centric Services

Net-Centric Standards

Net-Centric Language and Taxonomy
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THE GLOBAL INFORMATION GRID
THE DOD ENTERPRISE ARCHITECTURE FORCEmer

GIG
Architecture
Version 1.0

The DoD Baseline
IT Architecture

A description of
the current IT
environment

NCOW
Reference
Model

The means and mechanisms
to move from the current
IT environment to the future
Net-Centric environment

Net-Centric Concepts,
Language, and Taxonomy

The guide for building
Net-Centric architectures
in the Department

e i B e e 5 B
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GIG
Architecture
Version 2.0

The DoD Objective
IT Architecture

A description of
the future Net-Centric
environment
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NCOW RM Compliance Statement
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 IAW CJCSI 6212.01C, this program will comply
with the taxonomy and lexicon of NCOW
concepts and terms, and architectural
descriptions of NCOW concepts. It will also
comply with the NCOW RM activities, services
and standards required to establish, use, operate,
and manage the net-centric enterprise
Information environment to include: the generic
user-interface, the intelligent-assistant
capabilities, the net-centric service capabilities
(core services, Community of Interest (COl)
services, and environment control services), and
the enterprise management components.
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Net Ready KPP Components

FORCEmer
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2. Integrated Architecture
Products

Operational

View

Identifies Participant Relationships
& Information Needs

Technical
View

Relates Capabilities and Characteristics S S —

to Operational Requirements
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Linking Architectures

FORCEmer

ARCHITECTURE DESCRIPTIONS
Integrated/Linked

REFERENCE MODELS
Normalizing Functions

LANGUAGE
Descriptors: DoDAF, CADM, JTA
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THE GLOBAL INFORMATION GRID ™™™
ARCHITECTURES AND

FORCEner
DECISION-MAKING PROCESSES e

e s e

DEFINE
CJCSI 3170.01C, CJCSM 3170.01

IT Architectures
are required and
essential parts of each
decision-making process

Joint
Capabilities
Integration and
Development

Define the Force and
Force Capabilities

Defense

BUILD BUdget_lng Acquisition BUILD
DODD 7045.14, Execution DODD 5000.1,
DODI 7045.7 (PPBE) DODI 5000.2

Acquire and Equip
the Force and
Interoperability Force Capabilities

And
Supportability

Allocate Resources for
the Force and
Force Capabilities

<<Net-centric Assessment
Process >> Assess and Certify System Interoperability

NET
DODD 4630.5, DODI 4630.8, CJCSI 6212.01C
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THE GLOBAL INFORMATION GRID ™™™
ARCHITECTURES AND

FORCEner
DECISION-MAKING PROCESSES e
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JCIDS ANALYSIS
[FAA, FNA, FSA]

JOpsC AV-1 SV-4 AV-1 SV-4
I OvV-2 SV-5 OvV-2 SV-5
Intearated OV-4 SV-6 OV-4 SV-6
JOCs = 5 Aediaet = JFCs| ov-5 Tv-1 OV-5 TV-1

Oov-6C OV-6C

Task Analyses and Capability Assessments
Analysis of Materiel Approaches NR NR
KPP _ KPP
Refine

/B\ Analysis ISP

/\ Refine
Analysi
OoVv-1

AV-1 AV-1 AV-1 AV-1

AV-21 OoVv-2 AV-21 oVv-2
REFERENCES: 8&; 8&2 8&; 8&;
DODD 5000.1, DODI 5000.2, DODD 4630.5,

OV-4 OV-6C OoVv-4 OV-6C
DODI 4630.8, CJCSM 3170.01D, OV-5 SV-4 OV-5 il
CJCSI| 3170.01A, CJCSI 6212.01C OV-6C SV5 OV-6C s
NOTES: Sv-1 SV-6 . Sv-1 SV-6 .
1—Acronym List SV-4 TV-12 SV-4 TV-13
2 — Initial IT Standards Profile SV-5 SV-5

SV-6 SV-6

3 —Final IT Standards Profile TV-1 TV-1
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Relationships Between Architecture

and FORCEmer
Systems Engineering cnuinering

Sy Stems Architecture
&
Systems
Engineering
Overlap
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Integrated Architecture Views

FORCEmer
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» edfic Cyetiliies
i s
{ + Tchicd mmam%
H'éumﬁrr%rjftedt cibeder
SyeterCatilties
« Three views within DoD/C4ISR Architecture FrameworK:
— Operational View: describes the operational/business process

— Systems View: describes the systems that implement the
operational/business process

— Technical Standards View: describes the standards used to
develop the systems used to implement the operational/business
Drocess iDDIS - 19




am Core Entities Make up Foundation of an Integrated 9
&/ Operational and System Architecture

ov-2 : | o4
" ivi _ 5V-5 § Function

Role @ Activity | ode ®#Role

Crooy ced

-

S¥-1
vs Node ®Function
unction ® Sys Notle @ Sys

Drg 5, " Sys MNode

Unit / Datal System I Dakta s :
2 y
Hole ®5ystem TiRE
— -_
Org Unit ® Role ® Syste
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Navigating the
V-22 Net Ready KPP/

Information Support Plan
Architecture Views

20 Apr 05

Lawrence McCaskill

Whitney, Bradley and Brown, Inc.
(703)448-6081 Ext 127
Imccaskill@wbbinc.com
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Integrated Architecture Products  soscemer

Developed IAW DODAF V1.0

v’ Contain operational, systems and technical view
products

v Reflect Information Needs, Timeliness, Assurance
Requirements

v Are Net enabled
v TV-1 Standards IAW DISR

v’ Facilitate:

-- First order analysis - identifying capability gaps, shortfalls and
duplications.

-- Second order analvsis - identifies interoperability requirements. MM/IDDIZR- 22



JCIDSINR-KPP/ISP Required P>

Integrated Architecture Products  72#ciner

Scope, purpose, intended users,

Alliews | A1 arronment depicted, analytical findings [w =
Architecture data repository with rE
AllViews | A2 | definitions of all temms used in all products ‘
Operational | qy.q | High-level Operational s £
Operational | QV-2 gm’:‘?{yhgﬂﬁfmﬁﬂﬂ = = =i D%DEEE o -
Operational | Ov4 | Organizational Relationships Chart e B o) g I
Jov-s S Y s e o =

Operational | OVE | Activity Mode/ ) [P

|| sw-4 SV-5
F .P el FTon-d LM

Systems | Sv4 | Systems Functionality Description

0 jonal Activity to System
systems | v5 | QA TmceabflﬁytyMa{rfr

Systems | Sv& | System Information Exchange Matix

Technical | Tv-1 | Technical Architecture Profile

Integrated Architecture = a formal description of the enterprise, using

formal engineering notations and mafrices
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Integrated Architecture Products

FORCEmer
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K
|
REQUIRED ARCHITECTURE PRODUCTS ||3 A
D
o N C g
C C o) M
U o M b
M W P L
E S R L |
N A o] o] o] o] o] 8 o] S S S S v \T/ T M ' A
T % % Vv Vv % % 5 % Vv Vv Vv Vv 1 1 Vv A N
1 1 2 3 4 5 7 1 4 5 6 2 N c
C 1 C
£ E
|
C X
D
X X X
¢ N/
D X X X X X X X X X X X X
A
D
X X X
c N/
P X X A X X X X X X X X X X
D
X X X
|
S X X X X X X X X X X X X X X
P
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Primary Resources Used
Throughout the Architecture FORCENSL
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Air Force Task List
(AFTL)

o
ey
K. ,_.
e iy
pAaeel
-l-. %
gr A

-------------------

+ Extant Program

~ Current Ops/Design Docs
Documentation: + Joint and Service Doctrine

— System Specifications,
— C41SPs — Task Lists (including System/Subsystem
— Concepts of AF MCL and Draft Design Docs
Employment USMC TL) — NATOPS, Flight
NCDDW Re?erer:c:;l‘lﬂndel — Doctrine Docs Manuals (“Dash One”)
perational View
' L Pt _ * And last but not least... the NCOW RM...
s RN
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Relationships Between Products

(Operational Views) FORCEner
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M Process that implements Ops
Concept described, usually in

terms of UJTL, JMETL, and
Service Task Lists UJTL JMETL
Sve
Task
Lists

These tasks are expressed as Activities,
which are hierarchically grouped to form the
OV-5 Activity Model

(Node Tree View) .’ / ’ —
g - 0 u o [
A B B 8 LT = ol
s ] = E 2 B B B H ] - £ EI:E

¥
b

ifmf? ’31{3—1 * Information and/or objects passing
i between activities are described in the
j OV-5 Activity Model in the form of
[OV—5 Inputs, Controls, Outputs, and
Mechanisms (ICOMs)
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Foundation of a DoDAF Integrated »wh»™»

Architecture: Triple 3-way AssociatiONygzemer

of Core Entities

Core Entities

OV-5

Activity

SV-4
Function

Consumed

Sys Node @ System

e i B e e 5 B
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Systefm @ Function

Produced

Op Node @ Activity

Activity ® Op Node ® Ro

Function ® Sys Node @ System

—

Data
SV-4

System
SV-7
Sys Node @ Function

Op Node

Operational
Activity

Info Info

%

Role ® System
Org Unit ® Role .M

Sys Node

Data Data
, Syste_m I I
Function
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DoDAF Architecture Data Relationship
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Supports

S N Vs S
Act|v|ty JM Function Performed Noydse

Located
At

Performed

Located
At

Performs

Supports System/

Consists
of

Performs

Org
Unit
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Steps to an Integrated Operational

Architecture - Detailed FORCERST

Role /
- ‘:.:#i e »\' P OV'4 i
~ A 4 h Roles
OoV-2 . Dot B oo :‘.‘_—_'-.‘.'-
Nodes '/ = “‘-—-"—”"H “ H ["'""’“‘
OV-5 )
= |
0 Op Nodes
= c ! Role
Manual 3-way S c '
Associations v
<
8‘ Role
\ [
Actl |
“NodeA~RoleX”
NodeA \
“Actl~RoleX” i
RoleX l — W
NodeA~Actl Render
Auto form 3-way Information
Generate OV-3 ‘z
79- 29

associations Exchanges Complete OV-2
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Steps to an Integrated Systems

Architecture - Detailed FORCEnSL
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System ty Data
Node Entry

e s e

S)

Manual 3-way 2
Associations -2
(]
C
>
LL
[72)
2
(7]
Funcl
“NodeA~SysX”
4 | h 0 R e e \

e e gt S el e i S
i ;ﬁc"mfr\: iy
3 Bl i S V - 6

*dOnbugld PRl

" NodeA >\

XFuncl~SysX’

D at a § [ Sl kiépf&hl{fs ‘
§ -0 Ty
SysX _— xchan g T inle
B ki Repre
 ipdEeges e
Rl

“NodeA~Funcl”
Render Interface
Auto form 3-way System Data
associations Exchanges Complete SV-1

N

Generate SV-6 j
80 - 3
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: : AN
Operational Scenario »

From CV-22 COE el

+ Insert ADVON team (Delta
+ OGA personnel) into
hostile territory to link up
with foreign nationals
attempting to oust
illegitimate government

* Plan calls for insertion
from Marine Amphib (AF
requirement to be able to
operate from big-deck
ships)

* 3Support assets include: o Eummlmﬂ

— SOF/MC Tanker . . g el
- E-10A

— Global Hawk
- MC QRF

Yeallow
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OV-05 Perform Vertical Lift Support

FORCEmer
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« OV-5 “drives” other = ]
OV products = ;“ - =
« Thus, other products == R e}
developed subsequently to P EE O = &5

finishing OV-5
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OV-05 NT Perform Vertical Lift Support

FORCEmer
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A.D Perform
Vertical Lift
Support
I
I [
A1 Perform A.2 Prepare
Mission for Mission
Planning
[
I | I
AZ.A1 Power AZ2.2 Load Ad.1 Perform
AC {power-on Mission Plan Enroute RTB
BIT} Opa
I
A2 Lluud AZ.4 Lluulj ! ! ! !
Map and Carao A3.1.1 Takeoff U A3.1._3 Refuel A1.1.4 Return
Tcrruli]n ta 9 Perform Aircraft to Land/Sea
Enroute (Receive Fuel) Base
Operations
| I I
A5 Load | | [ |
Personnel AlA1.24 AdA1.2.2 A3A1.41 A31.4.2
Havigate to Laager Havigate from Transload
Objective Area Aircraft Objective Area Personmel or
{Ground Cargo
| lofter) |
[ | |
A3A12T A3.1.2.4 Join A3A1.43 Land
Rendesvous Mis=ion Bin v all
with Mission Hetworks
Asscts
D/\38- 33




Perform Vertical Lift Support

S Perform
- Hee Intsl Production Ragualx
Treat PAarEmetric Cetm MISE"?“
Threat catm * Planning
u [Meater Support Raquanti
Threat Update -
Mapand mager: Dats |
Terraln and wartcal Cortruction Caly | ACM Requertt
Cargos or Perionnsl Manifert |
n-fight Refusling Catm
Enviranmsntal Cote
Minlon Aan
Comm Aan
Crpte All Cats
Mintlon Aani (sctsmally gensrated ]
Conmolidated AC Statun
* muicn fan | Prepar
Load Pan Missi
A-‘ Minan Map and Tarmain Cam
AT Conflguration
|

),

FORCEmer
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Orders, and other mission
planning material come in

ACM requests go to higher
echelon

Theater Support Requests
(Tanker, E-10A, UAV) go to
higher echelons

Intel Production Requests
to “three letter” agencies
as mission planning
continues
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OV-02 V-22 FORCEREr
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Miz sion
Hetwork
Control

s
Higher
Internal/External
d c2

Activities Involved,
Needlines Involved \

Airspace
Control

C EISR
kY HEEEE fOencies
/ \ avigation
g 14 Aids
5 [0
: : / P
Mission g, Mission 2144 -
Planning W Assets 1 u:lrt“ea;ld
- sCorts
‘ 2
A : ) 4 3

Vertical Lift
As=zet

(V-22)

"
Unit-level

Aircraft

Maintenance

- Joint and
Allied

Ground

Intermediate
or
Depot-Level

Maintenance

31
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Association of OV-2 Op Nodes

to QV-5 Activities el
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+ OV-2 Operational Node
names were chosen/derived

» These were associated with
OV-3 Operational Activities

« Via this association,
possible OV-3 Info

Mission Planning
Mavigation

Othes Mission Assets
wal |
Unit-level Aitot alt Maintenamce |
Yertical Lift Asset I

e e Exchanges were auto-
generated

— Opnode/Activity outputs
matching OpnodefActivity

l:x:]x:x:]x]x:x:]x]:x:]x = E

- - Inputs = possible |IER
“ S — Subsequently, these were
I scrubbed to determine
x actual IERSs
*
E‘jﬂ?fﬁ":‘“w‘a“g’ﬂ :_ Internal/External
e X Activities Involved,

el odesiAsiwE e | Opnodes Involved
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OV-06c¢c V-22

FORCEmer
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ERAGO Perform

- » is5i Irtel Froduction Request
Threat Pararmetric Data . MISSIIOH
Threat Data . Planning

Theater Support Requests
Threst Updates v
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SV-5: Linking SV4 to OV-5
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SV-04 Support Vertical Lift Missions .
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SV-04 FD V-22
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Developing the SV-6...
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« Remembering ABM for SV’s:

— By virtue of the 3 way association between the $V-4 System
Function, 3V-1 System, we’ve started to make the
associations that will be carried into the SV-6

— Currently: S$V-4 Sys Fn associated with SV-1 System
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« Remembering ABM for SV’s:
— — Add the association to the SV-1

1 System Node, and you have the
: EEM : information necessary to
i . - - autogenerate the SV-6:
oE - = SV-1 System Nodes contain
: 1T '..n' x ’ SV-1 System Entities performing
_%% : - SV-4 System Functions
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TV-1 Technical Standards Profile
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Service Area Service Standard
Cperating Systerm Kernel FIPS Pub 151-1 (POR1X 15
mhell and Thilities IFEE P1003.3
woftware . Programming Languages FIPS Pub 110 (ADA)
Frngineering Services
User Clent Server FIP3E Pub 158 (- Window
Tnterface Oiperations Aysterm)
hject Defintion and Drolr Hurnan Computer Interface
Ivlanagement atyle Guide
Window I‘-...'Ianagﬁnmt FIPS Pub 155 (X-WﬁldDW
Systern)
Dralogue Support Froject Btandard
Drata Watagement Drata hlanagement FIPS Pub 127-2(30L%
Diata Interchange Drata Interchange FIPS Pub 152 (5GLL)
Electrome Data Interchange FIPS Pub 1al (EDT)
Graphics Grraphics FIPS Pub 153 (FHIGS)

« References the technical standards that apply to the
architecture and how they need to be, or have been,

implemented.
« Completed on SIPRNET: profile V-22 Block B/10

* Also provided in DoDAF TV-1 format in NR-KPP
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KIP Definition

Interface

FORCEmer

Pro\file

* The interface spans
organizational boundaries

e The interface is mission critical

» The interface is difficult or
complex to manage

* There are capability,
interoperability, or efficiency
iIssues associated with the
interface

* The interface impacts multiple
acquisition programs

* The interface is vulnerable or
important from a security
perspective

* Rules and technical IT
parameters with which the
consumer of a service must
comply at the interconnectivity
point

o If there are multiple providers of
the service, they must each use
the same technical parameters
at the interconnectivity point

* “N-squared” set of point-to-
point interfaces already exists
or has the potential to emerge

* The number of current and
potential providers and/or
consumers of the services
offered via the interface is large

DODI 4630.8

New

* DoDR 5000.2 mandates the
development and vetting of
standards profiles as part of the
DoD Acquisition Process

» Standards profiles may be lists
of standards by name and
version, prior to becoming a
reference implementation

» Standards profiles, prior to
system implementation, are
necessary but not sufficient to
ensure interoperability

* KIPs specify the parameters of a
standard interface that are
mandatory for interoperability
(Implementation Profiles)

* KIPs include reference
implementations that
demonstrate the instantiation of
the standard interface
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KIP Use and Responsibilities

KIP Principles

*Key interfaces are viewed from
both the consumer and
provider perspective

« Consumers and providers
each have responsibilities for
implementing KIPs

* KIP’s life cycles evolve from
emerging to mandated just as
DOD standards do

* KIPs are not a standards
creation process

» KIPs are driven by real
programs and IT initiatives

Emerging

Mandated

Consumer

FORCEmer

Provider

« |Identify forecasted
key interfaces in TV-2

e Plan for future use of
key interface profiles

e Plan and program for
testing of KIPs

 Work with DISA to
document profiles in
accordance with
system development

 Work with JITC to
Identify test strategy

o |[dentify applicable
KIPs

e Build system to
profile

e Conduct standards
conformance testing

 Adhere to enterprise
config mgt of key
Interface

e Update profile

e Provide instantiation
for testing (if

against profile as part
of DT

necessary)

MM/DD/Y8 - 48



h

Key Interface Profile Products  ,uszamer

Refined Operational Views (OV)
Refined System Views (SV)

Interface Control Specifications -- Interface Control Document
(ICD)

System-Technical View (SV-TV) Bridge
Configuration Management Plan

Procedures for Standards Conformance and Interoperability
Testing utilizing reference implementation

KIP Compliance

Analysis required by PM to determine applicable KIPs
Implemented IAW profile
Key interface validated during JITC testing
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KIP Family Interfaces

Communications Computing Enterprise Services

_ Applications to COE ~~ NCES Increment 1
Appendices Client-Server (Svcs w/ defined

—~ UHF SATCOM l App SVf'DB SVI‘ interfaces)
X-Band SATCOM End Sys-PKI < Example
Teleport == < C-Band SATCOM DECC IDM-Dist Infrastr Content Discovery
Ku-Band SATCOM DCGS Info Svr-IDM Infrastr Mediation

- Ka-Band SATCOM GCSS-AF App Svr-Shared Data - Messaging
~ EHF/AEHF SATCOM AOC WS

MUQOS

Space-Terrestrial =" < APS
GPS
- EMSS

~ DSN
DRSN

DISN Customer__—»=< DVS NetOQS
DISN Network NIPRNET
Secure Enclave ==~ S|PRNET
(HAIPE) —=> ]J|S/Internet
JIS =— GBS
IBS
JTF-to-Components Link-16
JTIDS
JTRS
JTFE-to-Coalition == CENTRIXS NetOps
GIG-BE
TSAT Ka
TSAT XDR+

Mngt Sys to Mng Sys
Mngt Sys to Integ Mgt Sys
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KIP Declaration
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Applicable
Key Interface Yes/No
1. Logical Networks to DISN Transport Backbone. Does your network connect to DISN Backbone (e.g., NIPRNET, SIPRNET, DSN, DRSN, Yes
DVS-G), NMCI, Tactical Internet, etc)?
2. Space to Terrestrial Interface. Does your system utilize or require access to DOD SATCOM programs such as DSCS, MILSTAR, FLTSAT, Yes
UFO, MUQS, Polar EHF, GPS, GBS, INMARSAT, Wideband Gap filler, etc?
3. JTF to Coalition. Does your program or system interface with/connect the JTF to coalition forces? Yes
4. JTF Component to JTF Headquarters. Does your program or system interface/connect the JTF Component to the JTF Headquarters? Yes
5. STEP and TELEPORT. Does your system interface with/connect with STEP/TELEPORT systems? Yes
6. Joint Interconnection Service. Does your organization/system connect the NIPRNET to Internet? No
7. DISN Service Delivery Point. Does your base, camp, post, station, unit or organization/system connect to the DISN? No
8. Secure Enclave Service Delivery Point. Does your system or program interface with or connect a Secure Enclave local area network to No
DISN service delivery point?
9. Applications to Shared Data. Does your application require access to shared data residing in NCES/GES infrastructure? Yes
10. Client to Server. Does your workstation, PDA, or device publish, utilize or require access to data residing in DOD/NCES/GES servers? No
11. End System to PKI. Do your workstation, PDA, or device and applications utilize or interface with DOD PKI? No
12. Management Systems to (integrated) Management Systems. Does your management system interface with DOD GNOSC, RNOSC? No
Includes NIPRNET NOC, GSSC, SIPRNET NOC, DSN NOC, DRSN NOC?
13. IDM to Distribution Infrastructure. Does your network management system and communications system interface with/requires access to No
NCES/GES?
14. Information Servers to IDM Infrastructure. Does your information server interface with NCES/GES Infrastructure? No
15. Management Systems to Managed Systems. Does your system for personal and local computing manage the local network infrastructure No
(routers, WAPSs, switches, hubs, firewalls, gateways, IDS), servers, and terminal devices (desktop computers, printers, wireless terminals?
16. Application Server to Database Server. Does your web or application server require access to NCES/GES database server(s)? No
17. Applications to NCES/GES. Does your application require access to NCES/GIG ES services? Yes
MM/DD5Y - 51
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Net Ready KPP Components

FORCEmer

e i B e e 5 B

4. Information Assurance
Accreditation
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Information Assurance Accreditation
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Data/Information:

The system must fully comply
with DODD 8500.1 and DODI . .y
8500.2 and with Phase 1  Availability

Definition = Dfiniition of DITSCAP (DODI _
5200.40). Provide required IA e Integrity
documentation to JS/J6I

e Authentication
IVerification \
« Confidentiality
Non-repudiation
IVaIidation I

Post
Accreditation

INFORMATION ASSURANCE (1A): Information Operations that protect and
defend information and information systems by ensuring their availability,
integrity, authentication, confidentiality, and non-repudiation.

* DoD Information Technology Security Certification and Accreditation Process
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Information Assurance Accreditation
Flow Chart FORCENSL
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Document
Mission

Phase 1 Definition

Need SSAA Phase 2 Verification
system | Life Cycle Activity :
»Registration —{ Negotiation De"&eclgsige”t
Certification .
No Yes E Correct AnalySiS ACCeptabIe
Agreement SSAA -
) Reanalysis
! o o
Phase 3 Validation Phase 4 Post Accreditation
>  SSAA —1 »  SSAA
Certification
Evaluation vy
Of Int Sys System
Operation
I Develop .
Recommend. No
omplianc
Yes VaIidqtion
. ccreditatio
) Granted
SSAA: System Security Authorization Agreement




: : AW
Information Assurance Compliance »

Statement FORCEnet

 Information assurance is an integral part of net
readiness. This system is currently in full
compliance with DOD Directive 8500.1 and DOD
Instruction 8500.2, DOD Instruction 8500.40, DODI
5200.40, and has made the required Information
Assurance documentation available to the Joint

Staff J-6 for review.



